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E-safety Policy

Introduction

The school, following government guidance, has written this e-safety policy. It has been agreed by senior management and approved by the school governing body.

The e-safety committee will review the e-safety policy and its implementation annually.

Aims

The Internet is an essential element in our children’s education, business and social interaction. We, as a school, aim to provide students with quality Internet access as part of their learning experience.

Internet use is a part of the curriculum and a necessary tool for staff and pupils. The school intends to make such use normal practice for all staff and pupils.

This policy is consistent with our three school aims.

The school will ensure that:

· Pupils and their parents are provided with a copy of the acceptable use policy for ICT when the pupil joins the school.

· Pupils are regularly reminded of Internet safety rules

· The ICT programs of study teach Internet safety skills.

· Teachers in all curriculum areas using ICT to enhance teaching and learning are aware of, and teach about, Internet safety.

· Pupils in Key stages 2, 3, 4 and 5 are aware of, and comply with, relevant legislation when using the Internet, including:

· Data Protection

· Computer misuse

· Copyright and intellectual property legislation.

· Pupils are clear about where to seek help and advice, should they experience any problems when using the Internet 

· Staff, pupils and parents are aware that the school utilises surveillance software which records and tags any detected instances of inappropriate use of the Internet. This software also restricts Internet access by filtering. However, the growth of websites makes it impossible to guarantee that all offensive or dangerous materials will always be covered.

· Staff, pupils and parents are clear that the introduction of violent, degrading or sexual electronic materials into the school will not be tolerated.

Actions the school is taking to ensure e-safety.

1
Teaching e-safety

· School ICT lessons will cover Internet technologies and will teach e-safety throughout.

· Pupils will be taught what Internet use is acceptable, and what is not, and given clear objectives for Internet use.

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

· The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of the pupils.

· Pupils will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.

2       Communicating e-safety

· Staff and pupils will be informed that Internet use will be monitored.

· E-safety rules will be communicated to pupils and parents annually during e-safety week.

· E-safety rules will be discussed with pupils at every possible opportunity.

· All staff will be given the e-safety policy and its importance will be explained.

· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential.

· Parents’ attention will be drawn to the e-safety policy in newsletters, the school website and during e-safety week.

3
Monitoring Internet Activity

(i) Internet sites

· The ICT team has a web surveillance facility available to them which incorporates web filtering.

· The ICT department, with help and advice from the Senior Leadership Team, will ensure that the filtering methods selected are appropriate, effective and reasonable.

· If staff or pupils discover an unsuitable site, it must be reported to the ICT department by email to e-safety@highclareschool.co.uk as soon as possible.
(ii) Social Networking Sites

· The school will block all access to social networking sites and instant messaging sites for pupils and staff.

· Pupils will be advised never to give out personal details of any kind and should only consider real people that they know, to be their friends online.

· Staff, pupils and parents will be advised to be very careful when using social networking sites outside of school. We draw attention to:-

· Anything placed onto the Internet is effectively put into the public domain.

· Whilst membership of sites can be restricted, it is not possible to control the way that other people use material that one gives access to.

· Inappropriate comments about other staff or students made on a social network, instant message site or by email are unacceptable.

· Staff should not add current students to their social networking sites other than to systems set up by the school for teaching and learning that should have built in user identification and archiving. Students who make such invitations should be warned by pastoral staff about the inappropriateness of their actions.
· Staff should also be cautious of adding recent former students to their social networking sites as they may provide an indirect link to current students.

· Staff should also be cautious of adding current parents to their social networking sites as they may provide an indirect link to current students.
(iii) E-mail

· All email sent with a Highclare School email address will reflect upon the school and should be carefully written before sending, with the same attention as for a letter written on school headed paper.

· Materials that could be deemed offensive in any way should not be sent from a school email address.

· Staff may use their personal email at the school; staff should avoid communicating with pupils via their own personal email account. Staff should ensure that all correspondence to and from pupils is saved.

· Pupils are only permitted to use personal email in school during lesson time and morning break. This must only be for the sending or receiving of school work - eg homework to be printed off in school, or finished at home and with permission from the teacher in charge at the time
· Pupils must immediately tell a teacher if they receive offensive email at school.

· Pupils must not reveal personal details of themselves or others in e-mail communication.

· The forwarding of chain letters is not permitted whilst using email on the school network.

(iiii) Firewall and Anti–Virus

· The school has a 24/7/365 Antivirus software that updates continuously with the latest anti-virus definitions.

4
The School Website

· Images of our students will only be included on the school website with the permission of the parents. given by signing the school contract when a pupil joins the school. There is an option in the contract for parents to opt out so that no identifiable images of their children will be used.

· There will be an e-safety section on our website that informs students and their families of simple steps they can take to ensure e-safety.

· The contact details on the website will be the school address, email and telephone number. Staff or pupils’ personal information will not be published.

· The website will be a means of inviting views of staff, pupils and parents through a secure email system or a VLE. This is not yet fully operational.

5
Data Protection Act

· Personal Data will be recorded, processed, transferred and made available according to the Data Protection Act.

· The school recognizes that SIMS is an invaluable tool in the efficient running of the school. It is also an electronic data source and as such is subject to the full requirements of the Data Protection Act. To this end :-

· SIMS must never be left running on an unattended PC.

· Staff are reminded to either lock workstations or close SIMS down before leaving a PC.

· Staff must take extreme care not to transfer any sensitive data onto an external data storage device.

6
Managing Emerging Technologies

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before school use is allowed.

· Mobile phones will not be used during lessons or formal school time. The sending of abusive or inappropriate text messages is forbidden.

· Staff must not contact pupils using their own personal mobile phone.

E-safety Complaints

            Staff, pupils and parents will be informed of the complaints procedure.


Pupils

· A senior member of staff will deal with complaints of Internet misuse.

· Complaints of a child protection nature must be dealt with in accordance with school protection procedures.

· Discussions with the police will be held in regard to handling potentially legal issues.

Staff

· Any complaint about staff misuse must be referred to the head teacher.

Failure to comply

Minor offences

Normal school procedures will be followed and alleged perpetrators will be dealt with fairly. Some pupils may not at first realise the seriousness of their actions such as passing on a copy of an offensive message to a friend. It must be made clear to the alleged offender that anyone who participates in the distribution of offensive material is supporting and reinforcing unacceptable use and behaviour.

Serious offences

· In the opinion of the school the following breaches of the e-safety /acceptable use policy constitute serious offences.

· Persistent bullying / harassment or racism

· Serious breach of a person’s privacy ( hacking of restricted network drives – use of video on mobile devices to cause embarrassment or offence)

· Deliberate introduction of viruses into the school

· Use of the school’s infrastructure for any form of gambling

· Blatant, deliberate exhibition of age-restricted materials.

· Use of school’s ICT infrastructure to procure illegal (or age limited) substances e.g. alcohol, drugs etc.

· Possession of illegal images.

The discovery or reporting of a serious offence such as those described above will require immediate investigation by the Head of ICT and senior members of staff.

Where appropriate, the immediate involvement of the school’s child protection officer will be sought.

For cases where pornography of minors, aggravated bullying, or the use of controlled substances is indicated the immediate involvement of the Police will be required.

Appendices

1. Acceptable use agreement – Staff

2. Acceptable use agreement – Senior pupils      

3. Acceptable use agreement – junior pupils.

4. Acceptable use agreement – infant pupils   
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ICT Acceptable Use Policy for Staff  (effective from September 2008 until further notice)
1. Overview

Highclare School’s intentions for publishing an Acceptable Use Policy are not to impose restrictions that are contrary to the established culture of openness, trust and integrity. The school is committed to protecting its employees, students and the school from illegal or damaging actions by individuals, either knowingly or unknowingly. School data, information systems and services are to be used for academic and business purposes in serving the interests of the school, and of our clients and customers in the course of normal operations. Effective security is a team effort involving the participation and support of every employee who deals with information and/or information systems, and it is the responsibility of every computer user to read and understand these guidelines, and to conduct their activities accordingly.

2. Purpose and Scope

The purpose of this policy is to outline the acceptable use of computer equipment, data, information systems and services at Highclare School. Inappropriate use may expose the School to unnecessary risks including virus attacks, compromise of network systems and services, financial and legal issues. The aim of this policy is to protect both staff and the school. It applies to all staff of Highclare School, and encompasses all school data, information systems, computing equipment and services that are owned or leased by the School.

Individual users are responsible for their own actions and therefore have the responsibility to follow these guidelines to ensure that they do not misuse Highclare School’s ICT facilities. Users of email and Internet facilities must also abide by Highclare School’s Email and Internet Use Policy.

The Highclare School ICT facilities - computer equipment, the network, information systems, email and Internet services, and any associated external leased or rented network services, may not be used for any of the following:

· the creation or storage, other than for properly authorised, supervised and lawful research purposes (see Research section below), of any offensive, obscene or indecent images, data or other material, or any data capable of being resolved into obscene or indecent images or material;

· the creation or storage of material which is designed or likely to cause annoyance, inconvenience or needless anxiety;

· the creation or storage of defamatory material;

· the creation or storage of material such that this infringes the intellectual property rights of another person;

· deliberate unauthorised access to facilities or services accessible via Highclare School’s network;

· where Highclare School’s network is being used to access another network, any abuse of the acceptable use policy of that network will be regarded as unacceptable;

· deliberate activities with any of the following characteristics:

· wasting staff effort or networked resources, including time, on systems accessible via Highclare School and the effort of staff involved in the support of those systems;

· corrupting or destroying other users' data;

· violating the privacy of other users;

· disrupting the work of other users;

· using ICT facilities in a way that denies service to other users for example, deliberate or reckless overloading of access links or of switching equipment;

· continuing to use an item of networking software or hardware after being requested that use cease because it is causing disruption to the correct functioning of the network;

· other misuse of networked resources, such as the introduction of "viruses".

Internet and email
This acceptable use policy for the school Internet and email has been established to protect yourself and the school from any legal implications. It applies to all communications you send via an electronic network (eg email, bulletin board, instant messaging, the school VLE or the Internet) whilst on the school premises or using school provided access codes.

Access to the Internet and email is provided to facilitate the business of the school, and its use is encouraged to make our communications more efficient and effective and to reduce the amount of paper we use. The school does allow limited personal use of the Internet and email for staff under the conditions outlined below.

· You must access the Internet and email using your own network and email user IDs and password and you must not disclose your network or user ID and password to anyone else.

· Email/Internet communication is another form of publishing and libel laws still apply. All statements must be true and you must take care to ensure that they cannot be misconstrued. You can be personally liable for this, which is why you should not divulge your user ID or password(s) to anyone else or leave any PC you are using unattended in a way that may enable unauthorised access. You must observe copyright and licensing agreements when sending information via the Internet or email.

· Personal use is offered as a privilege and not a right. When you are using the Internet and/or email at work for private use you are still identifiable as an employee of Highclare school, and should not therefore engage in any activities that could bring the school into disrepute.

· You should be aware that access to your email mailbox might be granted to appropriate authorities following a request from the Headmistress, Chair of Governors or the police.

· If you are using school provided email facilities at home you must ensure that virus protection software is enabled before downloading or opening attachments to emails.

· You are not permitted to send any obscene, defamatory or illegal material. If you receive any such material please report this to the ICT department and your line manager immediately.

· You are not permitted to enter into any form of e-commerce or a contractual commitment on behalf of the school unless you are explicitly authorised to do so.

Research

It is recognised that, in the course of their work or research, individuals of the school may have a requirement to create, transmit or receive material that would normally be defined as offensive, obscene, indecent or similar. In the case of properly authorised, supervised and lawful research purposes it is acceptable to do so.  The School is legally responsible for the content and nature of all materials stored on/accessed from its network and therefore individuals must understand that this does not sanction the committal of acts that are illegal, including the viewing of child pornography. 

Software Licensing and Copyright

Highclare School supplies software, data, information, training materials and other ICT related products. All users are responsible for abiding by the school’s policy of only using properly licensed software and authorised data.

For copyright purposes, computer programs are defined as 'literary works' and are the subject of many restrictions. All computer software, whether covered by a specific licence or not, is copyrighted. Users must not copy or distribute copies of software unless permitted to do so under the terms of the licence. The use of unlicensed software is illegal.

Downloading of copyrighted material such as music and video files from the Internet is also illegal under the 'Copyright, Designs and Patents Act (1988)'. Network technicians will perform regular checks for peer-to-peer file-sharing files and software and where files or software of this type are found the files will be deleted and disciplinary action may follow.

Software may only be used for the purposes of teaching, research, personal educational development, administration and management of Highclare School, development work associated with any of the above or for other purposes as defined in the licensing agreement. Software may only be used on computer equipment covered by that agreement. The network manager and technicians, who can advise users as required, hold copies of corporate licensing agreements. Departments that purchase or hold any software licences should take a copy of the licence and forward the original to the network manager, or else the Head of Department will be personally responsible for the safe-keeping of such licences.

Privacy

Access to another user's home directory files is not permitted without either the individual's explicit consent or, if this is unavailable, the consent of the network manager. An individual will be informed if access has been granted during their absence.

Access to home directories will be granted as part of a criminal or disciplinary investigation.

When leaving employment with Highclare School, staff are responsible for transferring files that are required for ongoing research, teaching or business purposes to another member of staff's home directory or to a shared folder. Staff should be aware that access to their home directory may be granted to the line manager for a period of up to one month after the date employment ceases with the school for the transfer of essential files. The home directory will be deleted one month after the employee's finishing date.

Access to an account and email will cease on the date of termination of employment with Highclare School unless exceptional circumstances have been agreed with the network manager.

Removal of ICT Equipment
The removal of ICT equipment or software belonging to Highclare School is not permitted without prior formal authorisation from the network manager.  ICT equipment removed without authorisation can be viewed as being stolen and may result in disciplinary proceedings.

Use of Personal ICT Equipment
The Health and Safety at Work Act imposes a duty on Highclare School to inform users about the requirements for their safety. As such, before any personal electrical device is connected into the school electrical distribution system, staff should ensure they are able to demonstrate that their equipment has been the subject of a formal, visual inspection as defined by the Electricity at Work Regulations Approved Code of Practice.

Staff with their own laptops are permitted to use their equipment on school premises when operating in standalone mode on battery or mains power. However, under no circumstances should personal computer equipment be connected to the Highclare School data network. Staff connecting any personal peripheral devices to Highclare School computers do so on the understanding that this is done at the users’ own risk. The school accepts no responsibility for any loss or damage to personal equipment. The member of staff will be held personally responsible for any damage to Highclare School equipment.

User IDs and Passwords
All new members of the teaching staff, and other staff as appropriate, are allocated a user ID and password. When this password is used for the first time it must be changed immediately to a secure password known only to the user. Staff must select a secure password by using a combination of alphabetic and nonalphabetic characters; avoiding the use of real names or words, particularly ones that may be closely associated with them and known to others e.g. the name of their dog, cat, child etc., and by avoiding the use of sequences of numbers or letters. Once a password has been reset to a confidential password it will remain valid for thirty days. After thirty days the user will be prompted to change their password. Failure to change the password at the next login after expiry will lock the account and the user will then need to request a new password through the network manager or technicians.

The use of another individual's User ID and password is not permitted under any circumstances. Staff must not disclose their passwords, and must take all reasonable precautions to ensure that their password remains confidential. Any member of staff who discloses their password to another person will be held responsible for any improper actions committed under that User ID, and in circumstances where further breaches of the Acceptable Use Policy occur, accountability may fall on the holder of the account, as well as the person using the account at that time.

Suspension of Access
All staff  have the responsibility to follow these guidelines and ensure that they do not misuse the School's computing facilities. Where abuse has been identified or is suspected, suspension of access to computing facilities will be implemented while the incident is investigated. Where it has been proven that abuse has occurred, formal disciplinary proceedings may be implemented.

Definitions
Peer-to-peer file-sharing files

Copyrighted media files such as music tracks.

Peer-to-peer file-sharing software
Software which allows the downloading of peer-to-peer file-sharing files, such as KaZaA, Napigator, iMesh or WinMX

Peripheral Device
ICT equipment that can be attached to a computer to be operated under computer control (eg Printers, digital cameras, USB memory etc.)

Please sign and date both halves of this agreement and return the bottom half to the main office on your site.

I have read and understood the ICT Acceptable Use Policy for Staff at Highclare School and agree to abide by its conditions.

Name (printed)
…………………………………………………..

Signature

…………………………………………………...

Date


……………………………….
Site


Abbey  /  St Paul’s  /  Woodfield  (please circle as appropriate)

................................................................................................................................................................

I have read and understood the ICT Acceptable Use Policy for Staff at Highclare School and agree to abide by its conditions.

Name (printed)
…………………………………………………..

Signature

…………………………………………………...

Date


……………………………….
Site


Abbey  /  St Paul’s  /  Woodfield  (please circle as appropriate)
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ICT - Acceptable Use Agreement for Senior pupils (one copy to be retained by parent and one copy returned to school)
1. Students shall accept responsibility for all material stored under their user accounts.

2. Students may not let anyone else use their school account or password, or try to use that of others.  Any attempts at masquerading, or pretending to be someone else, is forbidden.  This includes sending out email in someone else’s name.

3. Software may not be copied from or to the Highclare Network or hard drives of the school computers.  Students may only use software available on the school menus unless given specific permission from a computer teacher to do so.

4. Students may only access their own network data files or data files specifically designated by a teacher for student use.

5. Only computer games approved by a teacher can be played in the computer room or on any school computer.

6. Students may not alter, remove or damage any school or student owned hardware.

7. The deliberate introduction of computer viruses on the Highclare Network, school computers or student / teacher owned computers is strictly forbidden.

8. Logging onto on-line chat groups or messenger services is not allowed and using Web-based email is not allowed except, with permission from a member of staff, for the retrieval of homework.

9. The Internet is to be used for scholarly research and as a means of obtaining helpful information.  Highclare School denies any responsibility for the accuracy and quality of information obtained through its Internet account activity

10. Students should not give out their home address or phone number, or the address or phone number of any other students or faculty on the Internet, via email or any other service

11. The School reserves the right to review and monitor all information on the Highclare School network, including all material in students’ personal folders.

12. The Internet and / or email may not be used for any purpose which may constitute a criminal offence.  This includes copyright violations such as using others’ words or ideas as your own, libel laws which may involve publicly defaming people, and hacking which includes all efforts to bypass security systems and gain access to information that they do not have authorisation to view.

13. Students will not attempt to by-pass the school’s security / monitoring system in any way thus accessing inappropriate material.  ‘Appropriate’ material would be any material accessed for use in homework, coursework or in a student’s private area of interest which might or might not be directly related to a school subject.  An example of such an interest might be a legitimate hobby or sport, or an area of extra-curricular study such as ballet or music.

14. Students may not use the Internet and / or email servers for private business, including commercial advertising.

Student:  I understand and will abide by the above Acceptable Use Agreement.  I also understand that any violation of this agreement may constitute a criminal offence.  Violations of these rules may result in suspension of computer privileges and other appropriate disciplinary action, including suspension or dismissal from school, and / or legal action.  Users are expected to report to a member of staff any information that they may have concerning the violation of these rules.

Student’s Signature: ………………………………………………
Date: ……………………….

Students’ Name (please print) ………………………………………
Form: ………………………

Parent or Guardian:  As the parent or guardian of this student, I understand that computer access is designed for educational purposes in keeping with the educational goals of Highclare School.  Highclare School students who have signed Technology Policy agreements have access to the Internet.  While a substantial monitoring system is in place to prevent students from accessing inappropriate material, I realise that it is impossible for Highclare School to restrict access to all controversial matter.  Therefore, I will not hold the school responsible for materials acquired on the network.  I acknowledge that violation of the above rules constitutes a violation of school rules.  I hereby give permission for my child to use computer facilities at Highclare School.

Parent / Guardian’s Signature: ……………………………………
Date: ………………………
Parents’ Name (please print) ………………………………………
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ICT Rules for Responsible Use Agreement for Junior School Pupils and Parents
The school has installed computers and Internet access to help our learning. These rules will keep everyone safe and help us to be fair to others.

· I will access the system with the Highclare School pupil’s log in and password, which I will keep secret.

· I will not access other people’s files without permission.

· I will not copy or download sites from the Internet into “My Work” area.

· I will only use the computers for schoolwork and homework.

· I will not bring in software or CD Roms/pen drives into school without permission

· I will only play on games that my teacher has approved.

· I will only be allowed to use the school’s e-mail under direct supervision from a teacher. The use of Internet 
e-mail services such as “hotmail” is strictly prohibited.

· I will not open e-mails sent by someone I don’t know.

· I will not respond to any message that is unpleasant or makes me feel uncomfortable in any way. I will tell my teacher right away.

· I will not give out any personal information such as my real name, address, telephone number, my photograph or the name or location of my school without permission.

· I will not arrange to meet anyone that I have met through the internet.

· I understand that school may check my computer files and may monitor the sites that I use.

· I will not use Internet chat rooms in school.
· I understand that the failure to comply with these rules will result in restrictions on my use of the Internet facilities at Highclare School. My parents will also be informed of these restrictions.
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Infant (KS1) ICT Agreement 
The school has installed computers and Internet access to help our learning.  These rules will keep everyone safe and help us be fair to others.

· I will access the system with my login and password, which I will keep secret.

· I will not access other people’s files without permission. 

· I will only use the computers for school work and homework.

· I will not bring in software or disks/CDs into school without permission.

· I will ask permission from a member of staff before using the Internet.

· I will only e-mail people I know, or my teacher has approved.

· I will not open e-mails sent by someone I don’t know. 

· The messages I send will be polite and responsible.

· I will not give my home address or telephone number, or arrange to meet someone.

· I will report any unpleasant material or messages sent to me.  

· I understand that the school may check my computer files and may monitor the Internet sites I visit.

· I will not use Internet chat-rooms in school

· I will never give out personal information or passwords.  











Signed by child _____________________________________	Form __________








Signed by parent/guardian	_____________________________________________





Date				_____________________________________________











Pupil’s Agreement


I agree to follow the Rules for Responsible Internet use.  	Signed …………...........................……………..… 





Print Name ……………………………………..……		Form……………....…	Date ………………........








Permission for Internet Access


Parent’s Permission


As the parent/guardian of this student, I understand that computer access is designed for educational purposes in keeping with the educational goals of Highclare School. Highclare pupils who have signed this contract have access to the Internet. While a substantial monitoring system is in place to prevent pupils from accessing inappropriate material, I realise that it is impossible for Highclare School to restrict access to all controversial matter. Therefore, I will not hold the school responsible for materials acquired on the network. I acknowledge that the violation of the above rules constitutes a violation of school rules. I hereby give my permission for my child to use the computer facilities at Highclare School.





Parent’s/Guardian’s Signature…………………………………………………….              Date ………….............…..





Parent’s/Guardian’s Name (Please print)…………………………………………..…………………  
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